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CIP-007-7 — Cyber Security — Systems Security Management

A. Introduction

1 Title: Cyber Security — System Security Management
2. Number:  CIP-007-7

3. Purpose: To manage systemsecurity by specifying selecttechnical, operational,
and procedural requirementsin support of protecting BES Cyber Systems
(BCS) against compromise that could lead to misoperation or instability in
the Bulk Electric System (BES).

4, Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
followinglist of functional entities will be collectively referred to as
“Responsible Entities.” For requirementsinthis standard where a specific
functional entity or subset of functional entities are the applicable entity or
entities, the functional entity or entities are specified explicitly.

4.1.1
4.1.2

Balancing Authority

Distribution Provider that owns one or more of the following Facilities,
systems, and equipmentfor the protection or restoration of the BES:

4.1.2.1

4.1.2.2

4.1.2.3

4.1.2.4

Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1 s partof a Load shedding program that issubject to
one or more requirementsina NERC or Regional
Reliability Standard; and

4.1.2.1.2 performs automatic Load sheddingundera common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirementsina NERC or Regional Reliability
Standard.

Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System s subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.1.3 Generator Operator

4.1.4 Generator Owner
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4.1.5 Reliability Coordinator
4.1.6 Transmission Operator
4.1.7 Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entityin4.1
above are those to whichthese requirements are applicable. For requirementsin
this standard where a specifictype of Facilities, system, orequipment or subset
of Facilities, systems, and equipment are applicable, these are specified
explicitly.

4.2.1 Distribution Provider: One or more of the following Facilities, systems
and equipment owned by the Distribution Providerfor the protection or
restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 s part of a Load shedding program that issubject to
one or more requirementsina NERC or Regional
Reliability Standard; and

4.2.1.1.2 performs automatic Load sheddingundera common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2 Each RAS where the RAS is subjectto one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection Systemis subjectto one
or more requirementsina NERC or Regional Reliability
Standard.

4.2.1.4 Each Cranking Path and group of Elements meetingthe initial
switching requirements from a Blackstart Resource up to and
includingthe first interconnection point of the starting station
service of the nextgeneration unit(s) to be started.

4.2.2 Responsible Entities listedin 4.1 other than Distribution Providers:
All BES Facilities.

4.2.3 Exemptions: The followingare exempt from Standard CIP-007-7:

4.2.3.1 Cyber Systems at Facilities regulated by the Canadian Nuclear
Safety Commission.

4.2.3.2 Cyber Systems associated with communication networks and
data communication links between discrete ElectronicSecurity
Perimeters (ESP).
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4.2.3.3

4.2.3.4

4.2.3.5

4.2.3.6

Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems providing
confidentiality and integrity of an ESP that extendsto one or
more geographic locations.

The systems, structures, and components that are regulated by
the NuclearRegulatory Commission undera cyber security plan
pursuant to 10 C.F.R. Section 73.54.

For Distribution Providers, the systems and equipmentthat are
not includedin section4.2.1 above.

Responsible Entities thatidentify thatthey have no BCS
categorized as high impact or mediumimpact according to the
CIP-002 identification and categorization processes.

4.3. “Applicable Systems”-Coelumns-inTables: Each table has an “Applicable
Systems” column to define the scope of systems to which a specificrequirement

part applies.

5. Effective Dates: See “Project 2016-02 Modifications to CIP Standards Implementation

Plan.”
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CIP-007-7 — Cyber Security — Systems Security Management

B. Requirements and Measures
R1. Each Responsible Entity shallimplement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R1 — System Hardening. [Violation Risk Factor: Medium] [Time Horizon:
Same Day Operations.]
M1. Evidence mustinclude the documented processes that collectivelyinclude each of the applicable requirement parts in CIP-
007-7 Table R1 — System Hardening and additional evidence to demonstrate implementation as described inthe Measures
column of the table.
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11

CIP-007-7 Table R1-System Hardening

Applicable Systems

High fimpact BCS and theirassociated:

1. Electronic Access Control and
Monitoring Systems (EACMS);

2. Physical Access Control

Systems (PACS); and

3. Protected Cyber Asset (PCA)
Medium timpact BCS with ERC and

theirassociated:

1. EACMS;
2. PACS; and
3. PCA

SCl igterttiedindepondanthy
supportingan Applicable System

abeve-in this Part

Requirements

Disable or prevent unneeded routable
protocol network accessibility on each
Applicable System, persystem

capability.

Measures

Examples of evidence mayinclude, but
are not limited to:

e Documentation of the needfor
all enabled network accessible
{P-logical ports and network
accessible logical serviceser

ces, individuallyorl
group.

e Listingsof the listeningports,
individually orby group, from
either configurationfiles or
settings, command output
(such as netstat), or network
scans of open ports; or

e Configuration or settings of
host-based firewalls;petey; or
other device level mechanisms
that disables or prevents
unneeded network accessible

logical services. enlyaHow
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1.2

CIP-007-7 Table R1-System Hardening

Applicable Systems

High fimpact BCS and theirassociated:

1. PCA;and
2. Non-programmable
communications components
located inside botha PSP and
ESP-
Medium timpact BCS at Control
Centersand theirassociated:
1. PCA;and
2. Non-programmable
communications components
located inside botha PSP and
ESP-

SCl identifiedindependently
supportingan Applicable System

abevein this Part

Requirements

Protect against the use of unnecessary
physical input/output ports used for
network connectivity, console
commands, or Removable Media.

Measures

An example of evidence may include,
but is not limited to, documentation
showingtypes of protection of
physical input/output ports, either
logically through system configuration
or physically usinga port lock or
signage.
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13

CIP-007-7 Table R1-System Hardening

Applicable Systems
SCl identifieding lent]

supporting:
e High {impact BCS and their
associated:
1. EACMS
2. PACS; and
3. PCA

e Medium limpact BCS with
External Routable Connectivity
(ERC) and their associated:

1. EACMS;
2. PACS; and
3. PCA

Requirements

Mitigate the risk of CPU or memory
vulnerabilities by preventing the
sharing of CPU and memory resources

between VCAs that are not of, or
associated with, the same impact
categorization.
Preverisinesharamattne St
Freras e EManageraen i nierasesest
SClyithren-CSysteras

Measures

Examples of evidence mayinclude, but
sare not limited to, documentation of
the configuration or settings showing
that the CPU and memory cannot be

shared-with-nen-CHP-Systems.
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R2. Each Responsible Entity shallimplement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R2 — Security Patch Management. [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning].

M2. Evidence mustinclude each of the applicable documented processesthat collectively include each of the applicable

requirement parts in CIP-007-7 Table R2 — Security Patch Management and additional evidence to demonstrate
implementation as described in the Measures column of the table.

2.1

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High timpact BCS and their
associated:

Requirements

A patch management process for
tracking, evaluating, and installing

Measures

An-eExamples of evidence may
include, but areis not limited to,

1. EACMS; cyber security patches. The tracking documentation of a patch
2 PACS: and portion shall include the identification | management process and
3' PCA ’ of a source or sources that the documentation or lists of sources that

Medium timpact BCS and their
associated:

Responsible Entity tracks for the
release of cyber security patches for
Applicable sSystems that are

1. EACMS; updateable and for which a patching
2. PACS; and source exists.
3. PCA

SCl-identifiedindesendently

supportingan Applicable System
abeve-in this Part

are monitored.
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CIP-007-7 Table R2 — Security Patch Management

Applicable Systems Requirements Measures
2.2 High {impact BCS and their At leastonce every 35 calendar days, | An-eExamplesof evidence may

associated: evaluate cyber security patches for include, but areisnot limited to, an

1. EACMS; applicability thathave beenreleased | evaluation conducted by, referenced

> PACS: and since the last evaluation from the by, or on behalf of a Responsible

3' c ’ source or sources identifiedin Part Entity of security-related patches

- PCA 2.1. released by the documented sources

Medium timpact BCS and their at leastonce every 35 calendar days.
associated:

1. EACMS;

2. PACS; and

3. PCA
SCl-ideniifadinsessndanthy
supportingan Applicable System
abevein this Part
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2.3

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High {impact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

Medium fimpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl identifiedindesandently
supportingan Applicable System

abevein this Part

Requirements

For applicable patches identifiedin
Part 2.2, within 35 calendar days of
the evaluation completion, take one
of the followingactions:

Apply the applicable patches;

Create a dated mitigation plan;
or

Revise an existing mitigation
plan.

Mitigation plansshallinclude the
Responsible Entity’s planned actions
to mitigate the vulnerabilities
addressed by each cyber security
patch and a timeframe to complete
these mitigations.

Examples of evidence mayinclude,
but are not limitedto:

Measures

Records of the installation of
the cyber security patch (e.g.,

exports from automated patch
managementtools that
provide installation date,

verification of BES-Cyber
System-Ecomponent software
revision, or registry exports
that show software has been
installed); or

A dated plan showingwhen
and how the vulnerability will
be addressed, to include
documentation of the actions
to be taken by the Responsible
Entity to mitigate the
vulnerabilities addressed by
the cyber security patch and a
timeframe for the completion
of these mitigations.
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24

CIP-007-7 Table R2 — Security Patch Management

Applicable Systems

High {impact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

Medium fimpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl identifiedindesandently
supportingan Applicable Systemin

this Partabeve

Requirements

For each mitigation plan created or
revisedinPart 2.3, implementthe
plan within the timeframe specifiedin
the plan, unlessa revisiontothe plan
or an extensionto the timeframe
specifiedinPart 2.3 is approved by
the CIP Senior Manager or delegate.

Measures

An-eExamples of evidence may
include, but areisnot limited to,
records of implementation of
mitigations, and any approval records
for mitigation plan revisions or
extensions.
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R3. Each Responsible Entity shallimplement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R3 — Malicious Code Protection [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations].

M3. Evidence mustinclude each of the documented processesthat collectively include each of the applicable requirement
parts in CIP-007-7 Table R3 —Malicious Code Protection and additional evidence to demonstrate implementation as
describedin the Measures column of the table.

CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems Requirements Measures
3.1 High fimpact BCS and their Deploy method(s) to deter, detect, or An-eExamples of evidence may
associated: prevent malicious code. include, but areis not limited to,
1. EACMS; records of the Responsible Entity’s
2 PACS: and performance of these processes(e.g.,
' ’ through traditional antivirus, system
3. PCA hardening, policies, white-listing,
Medium timpact BCS and their privileged introspection, etc.).
associated:
1. EACMS;
2. PACS; and
3. PCA
SCl-idtertitieainsasandanthy
supportingan Applicable System
abevein this Part
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CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems Requirements Measures
3.2 High fimpact BCS and their Mitigate the threat of detected Examples of evidence mayinclude,
associated: malicious code. but are not limited to:
1. EACMS; e Records of response processes
2. PACS: and for malicious code detection
3. PCA e Records of the performance of
' _ _ these processes when malicious
Medium timpact BCS and their code is detected.
associated:
1. EACMS;
2. PACS; and
3. PCA

SCl igentiflodindeonerdeontly
supportingan Applicable System

abeveinthis Part
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3.3

CIP-007-7 Table R3 — Malicious Code Protection

Applicable Systems

High fimpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

Medium timpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl- ietertitadindapandanth:
supportingan Applicable System

abevein this Part

Requirements

For those methodsidentifiedinPart
3.1 that use signatures or patterns,
have a process for the update of the
signaturesor patterns. The process
must address testingand installing the
signaturesor patterns.

Measures

An-eExamples of evidence may
include, but areisnot limited to,
documentation showing the process
used for the update of signaturesor
patterns.
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R4. Each Responsible Entity shallimplement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R4 — Security Event Monitoring. [Violation Risk Factor: Medium] [Time
Horizon: Same Day Operations and Operations Assessment.]

M4. Evidence mustinclude each of the documented processesthat collectively include each of the applicable requirement
parts in CIP-007-7 Table R4 — Security Event Monitoring and additional evidence to demonstrate implementation as
describedin the Measures column of the table.

4.1

CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems

High timpact BCS and their
associated:

1. EACMS; after-the-factinvestigations of, Cyber | generatedlistingof eventtypes for
2 PACS: and Security Incidentsthat include, at a which the BCS is capable of detecting
3 PCA ’ minimum, each of the followingtypes | and, for generated events,is

Medium timpact BCS and their
associated:

Requirements

Log security events, per system
capability, for identification of, and

of events:
4.1.1. Detected successful login
attempts;

1. EACMS; 4.1.2. Detectedfailed access
2. PACS;and attempts and failed login
3. PCA

SCl identifiedindesendently

supportingan applicable system
abevein this Part

attempts; and
4.1.3. Detected malicious code.

Measures

Examples of evidence mayinclude, but
are not limited to, a paper or system

configuredto log. This listing must
include the required types of events.

Draft 32 of CIP-007-7
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4.2

CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems

High {impact BCS and their

associated:

1. EACMS;

2. PACS; and

3. PCA
Medium fimpact BCS with Externat
Reutable-Connectivity-ERC and their
associated:

1. EACMS;

2. PACS; and

3. PCA

SCl identifiedindependently
supportingan Applicable System

abevein this Part

Requirements

Generate alertsfor security events
that the Responsible Entity
determinesnecessitatesan alert that
includes, at a minimum, each of the
followingtypes of events; (per Cyber
Asset or BCS system-capability:

4.2.1. Detected malicious code from
Part 4.1; and

4.2.2. Detectedfailure of Part 4.1
eventlogging.

Measures

Examples of evidence mayinclude, but
are not limited to, paper or system-
generated listing of security events
that the Responsible Entity
determined necessitate alerts,
including paper or system generated
listshowing how alerts are configured.
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CIP-007-7 Table R4 — Security Event Monitoring

Applicable Systems

Requirements

Measures

associated:
1. EACMS; and
2. PCA

SCl-identifiedindesandently
supportingan Applicable System

abevein this Part

4.3 High {impact BCS and their Retain applicable security eventlogs Examples of evidence mayinclude, but
associated: identifiedin Part4.1 for at least the are not limited to, documentation of
1 EACMS: last 90 consecutive calendardays, per | the eventlogretention processand
' ’ system capability, exceptunder CIP paper or system generated reports
2. PACS;and Exceptional Circumstances. showing log retention configuration
3. PCA set at 90 calendar days or greater.
Medium timpact BCS at Control
Centersand theirassociated:
1. EACMS;
2. PACS; and
3. PCA
SClidentifieding ontl
supportingan Applicable System
abevein this Part
4.4 High {impact BCS and their Review a summarization or sampling Examples of evidence mayinclude, but

of logged security eventsas
determined by the Responsible Entity
at intervals no greater than 15
calendar days to identify undetected
Cyber Security Incidents.

are not limited to, documentation
describingthe review, anyfindings
from the review (if any), and dated
documentation showingthe review
occurred.
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R5. Each Responsible Entity shallimplement one or more documented process(es) that collectivelyinclude each of the
applicable requirement partsin CIP-007-7 Table R5 — System Access Controls. [Violation Risk Factor: Medium] [Time
Horizon: Operations Planning].

M5. Evidence mustinclude each of the applicable documented processes that collectively include each of the applicable
requirement parts in CIP-007-7 Table 5 — System Access Controls and additional evidence to demonstrate implementation
as describedin the Measures column of the table.

CIP-007-7 Table R5 — System Access Controls

Applicable Systems Requirements Measures
5.1 High fimpact BCS and their Have a method(s) to enforce An example of evidence may include,
associated: authentication of interactive useraccess, | butis notlimitedto, documentation
1. EACMS; per system capability. describing how access is
2. PACS: and authenticated.
3. PCA

Medium {impact BCS at Control
Centers and theirassociated:

1. EACMS;
2. PACS; and
3. PCA

Medium Impact BCS with External
Routable Connectivity (ERC) and their

associated:
1. EACMS;
2. PACS; and
3. PCA

SCl identifiedindependently
supportingan Applicable System

above
5.2 High fimpact BCS and their Identify and inventory all known enabled | AreExamplesof evidence may
associated: default or other generic account types, include, but areis not limitedto, a
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CIP-007-7 Table R5 — System Access Controls

Applicable Systems

1. EACMS;
2. PACS; and
3. PCA

Medium timpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl identitiedindesereenthy
supportingan Applicable System

abevein this Part

Requirements

eitherby system, by groups of systems,
by location, or by system type(s).

[\ CENIH

listing of accounts by account types
showingthe enabled defaultor
genericaccount typesinuse.

5.3

High fimpact BCS and their
associated:

1. EACMS;
2. PACS; and
3. PCA

Medium timpact BCS with External
Routable Connectivity and their
associated:

1. EACMS;
2. PACS; and
3. PCA

SCl- identitiedindesendenthy
supportingan Applicable System

abevein this Part

Identify individuals who have authorized
access to shared accounts.

An-eExamples of evidence may
include, but areis not limited to,
listing of shared accounts and the
individuals who have authorized
access to each shared account.
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Part |

CIP-007-7 Table R5 — System Access Control

Applicable Systems

Requirements

Measures

5.4 High fimpact BCS and their Change known default passwords, per Examples of evidence mayinclude, but
associated: system capability. are not limited to:

1. EACMS; e Records of a procedure that

2. PACS; and passwords are changed when new

3. PCA devicesare in production; or
Medium timpact BCS and their e Documentation in system manuals
associated: or othervendor documents

1. EACMS; showingdefaultvendor

2. PACS; and passwords were generated

3. PCA pseudo-randomly and are thereby
SC| idenptitiodindoserdently unique.
supportingan Applicable System
abevein this Part

5.5 High fimpact BES-CyberSystemsBCS | For password-only authentication for Examples of evidence mayinclude, but
and their associated: interactive useraccess, eithertechnically | are not limited to:

1. EACMS; or procedurally enforce the following e System-generated reportsor

2. PACS; and password parameters: screen-shots of the system-

3. PCA 5.5.1. Password lengththat is, at least, enforced password parameters,
Medium Himpact BES-Cy4 the Iessgrofeight characters or includinglength and complexity;
S @and their associated: the maX|mu.mIength supported or

1. EACMS: by the Applicable System; and e Attestationsthatincludea

2. PACS; and 5.5.2 Mlnlmum password complexity reference to the documented

3 pCA that isthe lesserof three or more procedures that were followed.

SCl idertifiedindesandenthy
supportingan Applicable System

abeveinthis Part

differenttypes of characters (e.g.,
uppercase alphabetic, lowercase
alphabetic, numeric, non-
alphanumeric) or the maximum
complexity supported by the
Applicable System.
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CIP-007-7 Table R5 — System Access Control

Applicable Systems Requirements Measures
5.6 High {impact BES-EyberSystemsBCS | For password-only authenticationfor | Examplesof evidence mayinclude,

and their associated: interactive useraccess, either but are not limited to:

1. EACMS; technically or procedurally enforce e System-generated reportsor

2. PACS; and password changes or an obligationto screenshots of the system-

3. PCA change the password at least once enforced periodicity of changing

' every 15 calendar months, per system .

Medium limpact BES-Cyber \l';'l' persy passwords; or
SystemsBCS with ExternalRoutable capability. e Attestationsthatincludea
Genneet:irty@and their reference to the documented
associated: procedures that were followed.

1. EACMS;

2. PACS; and

3. PCA

SCl ielentifiedirecsensepthy
supportingan Applicable System

abevein this Part
5.7 High {impact BES-CyberSystemsBCS | Limit the number of unsuccessful Examples of evidence mayinclude,
and their associated: authentication attempts or generate but are not limited to:
1. EACMS; alerts aftera threshold of unsuccessful e Documentation of the account
2. PACS; and autherl.tication attempts, per system lockout parameters; or
3. PCA capability. Rulesin the alerting configuration or
Medium fimpact BES-Cyber settings showing how the system
SystermsBCS at Control Centersand notified individuals after a
theirassociated: determined number of unsuccessful
1. EACMS; login attempts.
2. PACS; and
3. PCA

SCl idensifiedintessndanthy
supportingan Applicable System
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| abevein this Part
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C. Compliance
1. Compliance Monitoring Process:

1.1. Compliance Enforcement Authority: As definedinthe NERC Rules of Procedure,
“Compliance Enforcement Authority” (CEA) means NERC or the Regional Entity in their
respective roles of monitoringand enforcing compliance with the NERC Reliability Standards.

1.2. Evidence Retention: The followingevidence retention periodsidentify the period of time an
entityis requiredto retain specificevidence to demonstrate compliance. For instances
where the evidence retention period specified below is shorterthan the time since the last
audit, the CEA may ask an entity to provide other evidence to show that it was compliantfor
the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as identified below
unlessdirected by its CEA to retain specificevidence fora longer period of time as part of an
investigation:

e Each Responsible Entity shall retain evidence of each requirementin this standard for
three calendar years.

e |f aResponsible Entityis found non-compliant, itshall keepinformationrelatedto the
non-compliance until mitigationis complete and approved or for the time specified
above, whicheveris longer.

e The CEA shall keep the last audit records and all requested and submitted subsequent
audit records.

1.3. Compliance Monitoring and Enforcement Program: As definedinthe NERC Rules of
Procedure, “Compliance Monitoring and Enforcement Program” refers to the identification
of the processesthat will be used to evaluate data or information for the purpose of
assessing performance or outcomes with the associated Reliability Standard.

Draft 2% of CIP-007-7
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Violation Severity Levels

R1

Lower VSL

The Responsible Entity

did not document one
or more process(es)
that include the
applicableitemsin
CIP-007-7 Table R1.
(Requirement R1)NAA

Violation Severity Levels (CIP-007-7)

Moderate VSL

The Responsible Entity has
Frsterrertedend-desuraenied
BrOSaSSas e a R Aa e e R R E Bt
had no methods to protect against
unnecessary physical input/output
ports used for network connectivity,
console commands, or Removable

Media. (ReguirementRi-Part 1.2)

High VSL

The Responsible Entity has
Festermentedend
decuraariedpresessesias
I L
systerahasdeptrebuthad
one or more unneeded
network accessible services
enabled. (RequirementR1
Part 1.1)

OR

The Responsible Entity has
not prevented the sharing
of the CPU and memory
resources between VCAs
that are not of, or
associated with, the same
impact categorization.

Festermentedand

(RequirementR1 Part 1.3)

Severe VSL

The Responsible Entity
digd-netneither
implemented nor
document one or more
process(es) that
included the applicable
itemsin CIP-007-7
Table R1. (Requirement
R1)

Draft 2 of CIP-007-7
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Lower VSL

The Responsible Entity khas
documentedand

seasiatedrelessed
SeeLrHaiehester
appheabitity-butdid not
evaluate the security
patches for applicability
within 35 calendar days
but less than 50 calendar
days of the last evaluation
for the source or sources
identified. (Reguirement
R2-Part 2.2)

OR
The Responsible Entity

patehes,-did not apply the

applicable cyber security
patches, create a dated

Violation Severity Levels (CIP-007-7)

Moderate VSL

The Responsible Entity has

docurmentederimplementadeonesr
Fretepresosslesiforontel
managementbut did notinclude
any processes, includingthe
identification of sources, for
tracking or evaluating cyber security
patches for aApplicable sSystems.

(RegtirementR2Part 2.1)
OR

The Responsible Entity kas
deeurnariedane-ranternenietdene
srraerepracesslestfoovaluate

. Hedrel I .
patehesterasshieak e beadid not
evaluate the security patches for
applicability within 50 calendar days
but lessthan 65 calendar days of
the last evaluation forthe source or

sources identified. (ReguirementR2
Part 2.2)

OR

The Responsible Entity has-ene-or

Frere-tesrAsted-srssesslestas
) :

but i gl ; . ’ :

High VSL

The Responsible Entity kas
documentedor
teaslormentodeonearmere
srocesslosi forsatel
managementbut-did not

include any processes for
installing cybersecurity
patches for Applicable

Systems. (ReguirementR2
Part 2.1)

OR

The Responsible Entity kas
decumeontedand
mplementedoneormere
srecesthoste-avaiate
whRseedraleased
SoerHaiehester
appheabitity-butdid not
evaluate the security
patches for applicability
within 65 calendar days of
the last evaluationforthe
source or sources
identified. (ReguirementR2
Part 2.2)

OR

Severe VSL

The Responsible Entity
did not implementor
document one or more
process(es) that
included the applicable
itemsin CIP-007-7
Table R2. (Requirement
R2)

OR

The Responsible Entity
has-deeurreniedar
Frstermenieteneer
Fretkesresassies for
pokehraassmerertagt
did notinclude any
processesfor tracking,
evaluating, orinstalling
cyber security patches
for applicable

systemsCyber Assets.
(ReguirermentR2Part
2.1)

OR

The Responsible Entity
desumenieds

i oationplanf

Draft 2 of CIP-007-7
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Lower VSL

mitigation plan, or revise
an existing mitigation plan
within 35 calendar days
but less than 50 calendar
days of the evaluation
completion. (Requirement
R2 Part 2.3)

Violation Severity Levels (CIP-007-7)

Moderate VSL

I bilit] T
aoipheskleseeuritzatchesdid not
apply the applicable patches, create
a dated mitigation plan, or revise an
existing mitigation plan within 50
calendar days but less than 65
calendar days of the evaluation

completion. (ReguirementR2Part
2.3)

High VSL
The Responsible Entity-has

did not apply the applicable
patches, create a dated
mitigation plan, or revise an
existing mitigation plan
within 65 calendar days of
the evaluation completion.

(ReguirementR2-Part 2.3)

Severe VSL

timeframebutdid not
obtain approval by the
CIP Senior Manager or
delegate.

(ReguirementR2Part
2.4)

OR

The Responsible Entity
Sesrentees

. lanf
apahtestleasrber
segueiymeateh-tuindid
not implementthe plan
as created or revised
withinthe timeframe
specifiedinthe plan.

(ReguirermenitR2Part
2.4)

R3

N/A

The Responsible Entity has
Fraptermenieteneeraste
decarrentedsrocesstos b,

where signatures or patterns are

The Responsible Entity kas

Frastermentedenesrmere

decurmeontedprocesslesitor
liei I .

The Responsible Entity
did notimplementor
document one or more
process(es) that

Draft 2 of CIP-007-7
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Lower VSL

Violation Severity Levels (CIP-007-7)

Moderate VSL

used, the Responsible Entity did not
address testingthe signaturesor

patterns. (ReguirementR3-Part 3.3)

High VSL

butdid not mitigate the
threat of detected
malicious code.

(ReguirermentR3-Part 3.2)
OR

The Responsible Entity has

traslementedenesrmere
cacumontodprecasslesifor
lici I on;
Eubyheresiopatoresor
sokborpoarersod the
Respensible-Ertity-did not
update malicious code

protections. (Reguirement
R3-Part 3.3).

Severe VSL

included the applicable
itemsin CIP-007-7
Table R3. (Requirement
R3).

OR

The Responsible Entity

hasiraslementedene
Srrmereseaented

srocesslosfor

e I
preventionbutdid not
deploy method(s) to
deter, detect, or
prevent malicious code.

(ReguirermentR3-Part
3.1)

R4

The Responsible Entity khas

The Responsible Entity-has
decurnariedane-ranterneniedene
(es)toidentit
I L CubersS v tncid
I . e d ed
o i ‘
legmedavenisotleasiavern s
catendardaysbut missed an-one 15

calendar day interval and
completed the review within 30

The Responsible Entity kas

butdid not generate alerts

The Responsible Entity
did not implementor
document one or more
process(es) that
included the applicable
itemsin CIP-007-7
Table R4. (Requirement
R4)

OR

Draft 2 of CIP-007-7
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Lower VSL

Violation Severity Levels (CIP-007-7)

Moderate VSL

High VSL

Severe VSL

eaysbut missed anrone of

15 calendar day interval
and completedthe review
within 22 calendar days of
the prior review.

(ReguirementR4-Part 4.4)

calendar days of the prior review.

(RegtirementR4-Part 4.4)

for all of the required types
of eventsdescribedin4.2.1
through 4.2.2.

(ReguirermentR4-Part 4.2)
OR
The Responsible Entity-has

but did not retain
applicable event logs for at
leastthe last 90 consecutive

days. (ReguirermentR4-Part
4.3)

OR
The Responsible Entity has

The Responsible Entity

capabiitybutdid not
detect and log all of the
required types of
eventsdescribedin
4.1.1 through 4.1.3.

(ReedirermentR4-Part
4.1)
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Lower VSL

Violation Severity Levels (CIP-007-7)

Moderate VSL

High VSL

citleggedevenisatlenst
eyepdEealendardaysbut
missed two or more 15
calendar day intervals.
(ReguirermentR4-Part 4.4)

Severe VSL

R5

The Responsible Entity has
Fraslementedenesrmere
decurentedsrseesslios
fersassword-anby

I cation s
Frterastirenseraceess byt
did not technically or
procedurally enforce
password changes or an
obligation to change the
password within 15
calendar months but less
than or equal to 16
calendar months of the
last password change.

(ReguirermentR5-Part 5.6)

The Responsible Entity has
Fraslementedencermere
decumrentedarocesslociiar
passwerd-enlyauthenticationfer
interactiveuseraeceessbutdid not
technically or procedurally enforce
password changes or an obligation
to change the password within 16
calendar months but lessthan or
equal to 17 calendar months of the

last password change. (Reguirement
R5-Part 5.6)

The Responsible Entity has
traslementedenesrmere

decuraariedprecessies ey

System-AecessContrelshbul
did notinclude the

identification orinventory
of -all known enabled
defaultor other generic
account types, either by
system, by groups of
systems, by location, or by
systemtype(s).
(ReguirermentR5-Part 5.2)

OR

The Responsible Entity kas

traslementedenesrmers
dectrroniodprecosslocifor
Sysieraeeess-Contrelst
did notinclude the
identification of the
individuals with authorized

The Responsible Entity
did not implementor
document one or more
process(es) that
included the applicable
itemsin CIP-007-7
Table R5. (Requirement
R5)

OR

The Responsible Entity

hasirmslementedens
crracredeeurenied

AeccessControls but
yRere-teahaieatly
feasible-doesnot have
a method(s) toenforce
authentication of
interactive useraccess.

(PeeuirermeriPE-Part
5.1)

Draft 2 of CIP-007-7
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Violation Severity Levels (CIP-007-7)

Lower VSL Moderate VSL High VSL Severe VSL

access to shared accounts. OR

( Part5.3) | 1o Responsible Entity

OR Fasieaslemeontedane
. . srrrsredesurrented
The Responsible Entity kas

teaslementedoneermere processtes)forSyste
feeoss Coptrelsbut

decumeontodprocesslocifor ’
yRereteshaiea ity

password-onby .

I cation s feasible-doesnot have

. . that | @ method(s) to enforce

did not technically or f':\utthen:‘lcatlon of

procedurally enforce one of Interactive useraccess.

the two password (Sl':leqbilementlls Part

parameters as describedin 1)

5.5.1 and 5.5.2. OR

( Part 5.5) The Responsible Entity

OR Besrslepetiadcne
SrmeresecRented

The Responsible Entity has
traslementedenesrmers |9|eeess(es)I5|S;sEen.|
| tod las)E AeeessControlsbutdid

| ont not, per device
I cations capability, change
. . that known default
did not technically or passwprds.
(ReguirermentR5-Part
procedurally enforce one of 5.4)

the two password
parameters as describedin | OR

Draft 2 of CIP-007-7
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Lower VSL

Moderate VSL

Violation Severity Levels (CIP-007-7)

High VSL

Severe VSL

5.5.1 and 5.5.2.
(ReguirementR5-Part 5.5)

OR

The Responsible Entity kas

rslementedonesrmere
decumeontodprocesslocifor
sassyrere—enly
Srtheridestienter
tateraetiredseraecess bt
did not technically or
procedurally enforce
password changes or an
obligation to change the
password within 17
calendar months but less
than or equal to 18
calendar months of the last
password change.

(ReguirementR5-Part 5.6)

The Responsible Entity
hasirmslementadens

Entity-did not
technically or
procedurally enforce all
of the password
parameters described
in5.5.1 and 5.5.2.

(ReguirermentR5-Part
5.5)

OR

The Responsible Entity

hasirmslementedens
SrReresearrented
preosesstasor
passwerd—enly

| cation s
. .
butdid not technically
or procedurally enforce
password changes or

Draft 2 of CIP-007-7
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Lower VSL

Violation Severity Levels (CIP-007-7)

Moderate VSL

High VSL

Severe VSL

an obligation to change
the password within 18
calendar months of the
last password change.
(5.6)

OR

The Responsible Entity

Ras-rapterrentedene
Srraere-desrraented

processtesiforSystom
AecessControlbut-did
Aot neitherlimitthe
number of unsuccessful
authentication
attempts nor generate
alerts aftera threshold
of unsuccessful
authentication
attempts. (Part 5.7)

D. Regional Variances

None.

E. Interpretations
None.

F. Associated Documents
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e See “Project 2016-02 Virtuatizatien-Modifications to CIP Standards Implementation Plan”.

e SeeTechnical Rationale for CIP-007-7
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Version History

Version

Change

1 1/16/06

R3.2 — Change “Control Center” to
“control center.”

Tracking

3/24/06

2 9/30/09

Modifications to clarify the
requirementsand to bring the
compliance elementsinto conformance
with the latest guidelines for developing
compliance elements of standards.

Removal of reasonable business
judgment.

Replaced the RRO withthe RE as a
responsible entity.

Rewording of Effective Date.

Changed compliance monitor to
Compliance Enforcement Authority.

3 12/16/09

Updated Version Number from -2 to -3

In Requirement 1.6, deleted the
sentence pertainingto removing
component or system from service in
order to perform testing, in response to
FERC order issued September 30, 2009.

3 12/16/09

Approved by the NERC Board of
Trustees.

3 3/31/10

Approved by FERC.

4 1/24/11

Approved by the NERC Board of
Trustees.

5 11/26/12

Adopted by the NERC Board of
Trustees.

Modified to
coordinate with
other CIP
standards and to
revise format to
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Version

Change

Tracking

use RBS
Template.

11/22/13

FERC Order issued approving CIP-007-5.

11/13/14

Adopted by the NERC Board of
Trustees.

Addressed two
FERC directives
from Order No.
791 related to
identify, assess,
and correct
language and
communication
networks.

2/15/15

Adopted by the NERC Board of
Trustees.

Replaces the
version adopted
by the Board on
11/13/2014.
Revised version
addresses
remaining
directives from
Order No. 791
related to
transient devices
and low impact
BES Cyber
Systems.

1/21/16

FERC order issued approving CIP-007-6.

Docket No. RM15-14-000

TBD

Virtualization modifications
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